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EXECUTIVE, .

SUMMARY
=

This informational guide is presented by the Security Industry Association’s Audio & Intelligent Commmunications
Working Group.

As the vendor-neutral technology working group representing the entire audio and intelligent communica-
tions ecosystem, the mission of SIA's Audio & Intelligent Communications Working Group is to educate the
industry to the importance of audio and communications and aid in growing this technology segment by
providing business insights into the importance of audio for safety and security applications. We believe audio
will be the central hub and is critical for control and intelligence within safety and security ecosystems.

This primer on audio and intelligent communications for security applications is intended to provide an
overview of the common technologies and applications for those technologies. As a primer, it is particu-
larly relevant for those with limited experience using audio and communications solutions in security and
safety applications, and is written to be valuable for security practitioners, specifiers, consultants, secu-
rity systems integrators and even business owners who are thinking about how they can use audio to
protect their people and property.

This report covers common existing technologies such as intercoms, loudspeakers and microphones in
addition to emerging technologies like gunshot detection and advanced multisensor audio analytics. It
concisely presents how these audio solutions are necessary for improving response time, driving situa-
tional awareness and aligning with business goals of optimization and efficiency. In the paper, we also
explore the legal and privacy considerations of using audio listening and monitoring solutions and dispel
some of the common myths about the use of audio solutions.

Today, the audio and intelligent communications technology segment is poised for strong growth — driven
by Al and machine learning algorithms that are pushing the limits of audio analytics, advanced by voice
control that leverages natural language processing and powered by networked and |IP-enabled micro-
phones, speakers and audio processing and control software. As these technologies further develop and
adoption increases, we believe that all need to hear the important message of why sound and communi-
cations are so vital for safety and security.

On behalf of the SIA Audio & Intelligent Communications Working Group, we hope that you find value
in this report. If you share our mission, we invite you to participate by contacting us via our webpage
and expressing your interest. This will no doubt be the first of many resources the group provides as we
sound the word on the value of audio — and we hope you join us on this journey!
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INTRODUCTION: THE CHANGING
DYNAMICS OF AUDIO AND VOICE
CONMUNICATIONS

THE 21ST CENTURY has wrought changes that
challenge our accustomed way of doing things in

many facets of our lives, from increased security

screening at airports to the way we communicate

with each other — and, most strikingly, our ability to

now communicate with the devices and appliances

that surround us. We video chat, ask our refrigera-

tors what we need to buy at the grocery store, tell

our cars that we need directions and verbally ask

our mobile phones questions about almost any topic

under the sun.

Our increasing comfort level with
audio and voice communications
is also changing the way we view
and enhance security in settings
as diverse as manufacturing,
offices, schools and even car deal-
erships. As the security industry
adapts to and adopts emerging
technologies that make our world
a safer place, audio and intelligent
communications are poised to
deliver integrated and comprehen-
sive solutions that are seen and
heard today as a critical compo-
nent of any security system.

Hearing |s Believing

Hearing is key to everything we
do as human beings. We often
hear something before we see
it, as with gunshots, loud voices
or breaking glass. Such sounds
trigger a response that impel us
to act, whether we reach for a
dustpan and broom or dial 911.

3 Safe and Sound A Guide to Audio and Intelligent

Communications Applications for Security

Sound drives the initial response.
In a security setting, sound

that accompanies video gives
responders so much more
information and creates better
situational awareness. Consider
a guard who is monitoring video
cameras. What that guard sees
may not comport with the situa-
tion on the ground. For example,
watching someone running tells
you only so much. But if that
person is screaming in fear as
they run, the guard knows how
best to respond. Hearing is
believing.

Audio also acts as a force
multiplier when integrated into
a security system and can take
safety, security and business
operations to the next level —
even allowing for de-escalation
of some situations before they
become events.
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A BRIEF HISTORY OF AUDIO
USE IN SECURITY

Audio is not new to the industry,
and applications have been
deployed in many different
settings, including hospitals,
schools, law enforcement and
commercial and enterprise facili-
ties. And for more than a decade,
audio has been offered as a
standard feature in video cameras.
End users have deployed loud-
speakers, intercoms, two-way
radios and duress buttons, all
excellent communication devices,
but in the past, such devices
have been operated in silos.
More importantly, many of these
communication devices offered
only one-way communications in
situations that would benefit from
two-way conversations, or they
required intermediary action that
slowed response times. In one
example, pressing a duress button
alerted security personnel to a
developing situation, but without
the ability to hear exactly what is
going on, staff may have overre-
acted or underreacted. What if
someone depressed the duress
button accidentally? What if a
perpetrator pressed the button as
a distraction? This is clearly a case
where integrated audio and video
now proves extremely useful.

What has been missing is a holistic
approach to addressing security
through the integration of audio
and intelligent communications
with other systems, including
video cameras, access control and
intrusion detection. The reasons
for this not being a standard

for security systems are many,
but two key reasons stand out.
Traditionally, audio communica-
tions have been based on analog
devices with no straightforward
way to tie them into a security

system. The complexity of adding
audio to existing and different infra-
structures could be costly. Today,
transitioning from analog to digital
audio solutions is much easier. One
reason for the increased is that the
network has become the back-
bone for data capture, communica-
tions and security in government,
commercial, educational, health
care and even home environments.
The second reason is that most
IP-networked audio solutions are
software based, making them
much more flexible and scalable.

The shift to IP-based micro-
phones and speakers makes
integration more cost-effective,
as audio solutions now run on
the network. Unfortunately, there
remains one significant misper-
ception around audio that is
holding it back from widespread
adoption — that audio solutions
are, or can be, illegal. We will
address this misperception and
misunderstanding of state and
federal law in more detail as our
story progresses.

Intelligent communications, the
analytic side of audio, have been
in use for many years. The first
uses of audio analytics were
basic and focused on listening
for an increase in decibel (dB)
level. If the dB level passed a
certain level, an alarm sounded.
The big disadvantage was a
substantial number of false
positives because there was no
distinguishing between different
sounds. An airplane flying over-
head triggered an alarm as surely
as a gunshot did. That has all
changed dramatically and posi-
tively, driven in large part by end
user demand

Customers with varied needs
started asking the same type of
questions regarding audio and
audio analytics in the early 2000s.
Can you detect aggression in
people’s voices in the city’s night-
life area? Can you detect aggres-
sion in prisoners’ voices? Can you
detect aggression in passengers’
voices as they interact with

train conductors? The answer to
these questions led to the use of
audio analytics in a wide range of
security applications which have
evolved from there.

Another new development

has been the use of artificial
intelligence to look at patterns

in different frequencies. Nowy,
instead of only analyzing dB level
over time, audio analytics can
distinguish patterns in different
frequencies leading to the reliable
identification of aggression in
people’s voices, gunshots or glass
breaking. In health care settings,
audio analytics can distinguish
among medical device alarm
tones and can alert nursing staff to
potential health concerns via audio
signatures of coughing and even
snoring.

The most recent innovation in
audio analytics is the introduction
of multisensor awareness. This
means that multiple sensors,
working together, help determine
whether that sound just heard
was an actual gunshot or a false
positive. In the future, we see that
combining audio metadata with
video metadata and other data
sources (weather, social media,
etc.) can lead to better trend anal-
ysis and predictive systems that
can make autonomous decisions.
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THE BENEFITS OF AUDIO:
THE VOLUME IS INCREASING

The adoption of audio and intelli-
gent communications for security
applications is growing. Societal
and technological changes and
advancements are contributing to
this increasingly dynamic growth.
Amazon’s Alexa and Apple’s Siri,
two of the most common voice
assistants, have joined the ranks
of other consumer electronic
devices and household appli-
ances as ubiquitous presences in
many homes. A report by Juniper
Research estimates that sales of
smart audio devices will top $10
billion in 2022.

Everyday use of sound capture
has become commonplace and
accepted in many areas, even
within the justice system. A
recent event in California demon-
strates this broad acceptance.

A shooting in a grocery store
parking lot was captured on secu-
rity video while a nearby doorbell
camera picked up the audio of
the gunshot. Law enforcement
was able to synchronize the
sound occurrence with the video
through time stamps on both
audio and video recordings, and
a judge admitted that footage
synchronization into evidence.

In security specifically, new
capabilities in audio technology,
including improved audio
analytics, are driving demand.
The 2020 Security Business
Magazine State of the Industry
Report shows that 18% of integra-
tors added audio detection to their
suite of security solutions. Coupled
with a growing recognition on the
part of end users of the value of
audio detection, the segment is
poised for phenomenal growth in
the years to come.

Car dealerships’ experiences in
controlling damage and theft to
vehicles on their lots illustrates
why end users are increasingly
adding audio to their security
programs. More than 700,000
vehicles are stolen in the United
States every year, and four out
of 10 of these thefts occur at
car dealerships. While many
dealerships use video cameras,
simply adding audio capabilities
can produce significant rewards.
Typical are the experiences of
dealerships today that have
combined microphones and
speakers with existing camera
systems to actively monitor and
remotely communicate with
persons in areas where new and
used vehicle inventories can be
the target of theft and vandalism.
Integrating audio and video has
helped dealerships reduce such
incidents by 90% in many cases.

The benefits of integrating audio
and intelligent communications are

18%

Percent of security
integrators which
added audio detection
to their services.'

ance requirements to life, safety
and security improvements. The
following is a more detailed discus-
sion of those benefits.

o O H
ZCEQ’ Response Time

Improvement

A reduction in response time

can potentially prevent a verbal
altercation from morphing into a
physical brawl, or at least provide
an opportunity to intervene early
before extensive physical or
mental harm or loss of life occurs.
One school was able to reduce
its response time to fights among
students from two to three
minutes, during which time much
damage could be inflicted, down
to 20 to 30 seconds — a reduc-
tion of 75% in response time!
Microphones picked up shouting,
analytics detected aggression
and alerted school resource
officers (commissioned, sworn
law enforcement officers) who
responded in real time.

_ $10B _

Estimated sales of smart
audio devises in 2022.%

1 Security Business magazine, 2020 State of the Industry Report

2 Juniper Research

varied and many and can best be
demonstrated by examples such
as the one above. Applications are
often highly customized and span
the gamut of processes, proce-
dures and desired outcomes, from
operational efficiency to compli-

Response times can also be
improved for remote areas when
audio and alert systems are
powered by software that is on
a mobile phone. Being able to
connect by mobile phone to the
audio software further frees the
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https://ucr.fbi.gov/crime-in-the-u.s/2019/crime-in-the-u.s.-2019/topic-pages/motor-vehicle-theft
https://ucr.fbi.gov/crime-in-the-u.s/2019/crime-in-the-u.s.-2019/topic-pages/motor-vehicle-theft
https://www.juniperresearch.com/researchstore/devices-technology/voice-assistants-market-research-report
https://www.juniperresearch.com/researchstore/devices-technology/voice-assistants-market-research-report
https://www.juniperresearch.com/researchstore/devices-technology/voice-assistants-market-research-report
https://www.juniperresearch.com/researchstore/devices-technology/voice-assistants-market-research-report
https://www.securityinfowatch.com/integrators/document/21202172/2020-state-of-the-industry-an-integrators-perspective
https://www.securityinfowatch.com/integrators/document/21202172/2020-state-of-the-industry-an-integrators-perspective
https://www.securityinfowatch.com/integrators/document/21202172/2020-state-of-the-industry-an-integrators-perspective
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security or response team from
depending on two-way radios,
telephones or microphones, which
may be back at a coommand center,
security station or in a vehicle.
Improved

& Situational

~—~  Awareness
Improved situational awareness
leads to more appropriate and
proportional responses to
situations. This means getting
staff as much information as
possible, in meaningful ways, so
they can make the right
decisions as to how to respond.
Audio amplifies awareness
leading to a more appropriate
response and improved
outcomes.

An excellent example is the
incorporation of audio into an
intrusion detection system that
allows a human to listen to live
audio from the scene in real
time. This additional information
helps the security officer to
better understand what exactly
is happening at the event loca-
tion. That officer, armed with this
additional and critical informa-
tion, can determine if the event
is real and notify public safety for
immediate dispatch.

Integrating a camera with a
microphone can also give staff
access to more details about

a suspect or a scene including
languages spoken, names
uttered or directives given. This
additional data can also prove
crucial for first responders in
assessing a suspect’s intentions
and threat level. Add a speaker
along with that camera micro-
phone, and security teams can
then have a two-way conversa-
tion to potentially de-escalate
the situation or at a minimum,
make those in the vicinity aware
of an imminent response by the
security team.

Furthermore, when someone
hears an unexpected voice from
a speaker in an area, the first
thing they often do is look to

see where it's coming from. If a
camera is present, the camera
can visually capture who the indi-
vidual is, which gives the operator
additional situational awareness
for knowing how to respond,
whether by asking additional
questions or sending assistance.

@{@

Adding an audio solution to a
security system can deliver
operational efficiencies by elim-
inating manual processes and
streamlining reporting require-
ments. Answering the questions
when, where, why and how

is simplified as an integrated
system provides a clear audit
trail with details relating to these
guestions. Staff no longer need
to seek out the answers from
different people and systems.

Operational
Efficiencies and
Business
Optimization

From a business optimization
perspective, audio offers a proac-
tive rather than reactive solution.
Integrated with surveillance
cameras and access control
systems, audio delivers more
comprehensive and intelligent
information. Communication
among these components offers
genuine insight into the risks
associated with potential secu-
rity breaches. As audio systems
aggregate more data, they yield
higher statistical awareness and
provide greater accountability
and increased intervention and
prevention capability.

Two real-world examples of how
sound can optimize business
outcomes highlight the diverse
security applications that audio

provides. In one instance, inte-
grated intercoms at entrances
eliminate the need for dedicated
visitor entry staff, allowing a
central security office to handle
such visitor entry.

In another real-world scenario,
the operator of one of the
largest parking garages in the
world (located in the United
States) added a micro-switch
behind the fire extinguishers it
was required by code to install
in the parking garage. When the
fire extinguisher was removed,
it automatically opened an audio
channel back to the security
operations center, where in turn
security was able to advise the
person who removed the fire
extinguisher and call the fire
department if it was needed.
The parking garage operator
saw a decrease in out-of-control
fires (users often didn’t under-
stand how best to use the fire
extinguisher) and, as a bottom-
line result, saw its insurance
costs decline substantially.

((( O ))) False Alarm

o Minimization
Audio and intelligent communica-
tions facilitate real-time confir-
mation of the validity of an alarm.
Real-world examples include
hearing someone say they
accidentally pushed the duress
button or hearing the meowing
of a cat when a motion detector
has been activated.

Verifying alarms provides
significant cost savings both in
reducing fines and eliminating
unneeded responses. According
to the U.S. Department of
Justice, more than 90% of
emergency alarms are unneces-
sary for one reason or another
and pose a serious threat to
police department effective-
ness and public safety. False
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https://www.ojp.gov/ncjrs/virtual-library/abstracts/false-alarms-cause-alarm
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alarms pose another danger
in that repeated occurrences
may result in complacency on
the part of security staff and
responding law enforcement.

AUDIO

=SS~ ANALYTICS

Technologies exist which can measure
audible changes in the environment
and can correlate those changes to
scenarios like:

Verbal

Aggression

Fire
Alarms

Car Gunshots

Alarms

Scream
Detection

Glass
Breaking

e o

Coughing

Fits

Medical
Alarms

Defective
machinery/condition
monitoring

According to the International
Association of Chiefs of Police
(IACP) 2020 Model Ordinance
for Alarm Management and
False Alarm Reduction, a verified
alarm is defined as an “electronic
security system event in which a
trained central station operator”
using a standard protocol deter-
mines the presence of human(s)
and a high probability that a
crime is taking place.

A key element of the IACP’s
Model Ordinance is the require-
ment for using The Monitoring
Association’s ANSI CS-V-01
standard to verify an alarm before
requesting a law enforcement
response. The standard calls

for the use of audio, including
two-way communication systems
and listen-in one-way audio to
verify alarms as well as video or
smart device verification.

Return on
000l investment

There are numerous examples of
increases in security efficiency in
this report, from school security
response times to securing car
dealerships. Today, however,
many security solutions are
being recognized for the value
they can provide outside of a
typical security application.

One example is in health care
settings, where audio solutions
are analyzing medical device
alarm tones and sending alerts
to nursing staff when some-
thing is not right, thus saving
time, money and even lives. For
example, hospital bed exit alarms
are tripped if a patient who has
an elevated risk of falling tries
to leave the bed (according to
the Joint Commission Center
for Transforming Healthcare,
the average cost of a hospital
fall with injury is approximately
$14,056). A nurse responding to
such an alert can not only save
the patient from harm but also
save the facility from potential
monetary liability.

In the oil production industry,
audio solutions have been
tapped for emerging applica-
tions to trigger alerts and help
engineering teams identify
machinery in need of servicing,
thus avoiding what could be
millions of dollars of cost in unan-
ticipated repairs and production
facility downtime.

In conclusion, in a cost-benefit
analysis of adding audio and intelli-
gent communications to a security
system, the savings are realized

7 Safe and Sound A Guide to Audio and Intelligent
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not only in lowering damage,

security, insurance and adminis-

trative costs, but also can be used

to increase efficiency and deliver

savings in core business areas.
Remote

(®)) Communication

Integrating audio and video
proves its value and importance
in a wide range of applications,
never more so than in remote
communication. Many of today's
video management systems
(VMS) have analytics built in that
provide information about sites
that are far removed from the
security operations center.

For example, breaches of preset
perimeters at remote locations
can trigger alerts within the
VMS, but without audio, the
ability to address the situation
relies on a physical response.
While this response may be
required, the time it would take
a security officer to arrive on
scene may mean the inability to
mitigate or prevent a dangerous
situation. With an integrated
system, once a camera detects
motion at the remote site,

the VMS can send the audio
system a message to release

a prestored, prevetted “voice
down” warning miscreants that
the area is under surveillance and
that the proper authorities have
been notified and are en route.

’: Mass Notification/
Wide Area
Communication

The value of an integrated audio
communications systems proves
its value in diverse applications.
Mass communications and the
ability to intervene remotely in a
developing situation demonstrate
the efficacy and importance of
such capabilities.


https://www.centerfortransforminghealthcare.org/improvement-topics/preventing-falls/
https://www.centerfortransforminghealthcare.org/improvement-topics/preventing-falls/
https://www.centerfortransforminghealthcare.org/improvement-topics/preventing-falls/
https://www.theiacp.org/resources/resolution/support-for-the-term-verified-alarm-and-prioritizing-verified-alarm-responses
https://www.theiacp.org/resources/resolution/support-for-the-term-verified-alarm-and-prioritizing-verified-alarm-responses
https://www.theiacp.org/resources/resolution/support-for-the-term-verified-alarm-and-prioritizing-verified-alarm-responses
https://tma.us/wp-content/uploads/2020/07/CS-V-01-2020_08_01_2020.pdf
https://tma.us/wp-content/uploads/2020/07/CS-V-01-2020_08_01_2020.pdf
https://tma.us/wp-content/uploads/2020/07/CS-V-01-2020_08_01_2020.pdf
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In the event of an active shooter
on the premises, preset "“voice
down"” serve the same function
as in the remote site example,
but in this case alerting those

in harm'’s way to take shelter.
Consider also a situation that
might be diffused by simply
communicating with a bellig-
erent party and asking them to
back down. Now, consider not
having the option and sending
law enforcement to the scene. A
risky face-to-face confrontation
looms that can lead to unintended
consequences. With audio confir-
mation of developing events, if
first responders are dispatched
to the scene, they will be better
prepared to deal with the situ-
ation and take precautionary
measures, if necessary.

0100 Analytics: Edge
°"€j and Cloud Options

Providing analytics at the edge
supports many of the other
benefits associated with inte-
grating audio and video. With the
processing power in cameras,
intercoms and standalone

audio devices growing, they
have been transformed into
detection devices rather than
mere sensors capturing data

for evidentiary purposes. While
most analytics tend to be moving
to the edge, server-based
(on-prem and cloud) options do
exist, as do hybrid approaches
that leverage software and edge
processing.

Advantages of edge processing:

- Less cost due to limited
need for centralized servers

- No single point of failure for
all audio processing

- Can increase privacy by
locking down the edge device
so that audio doesn't leave the
devices, only the alerts do

- Can save bandwidth if no
continuous streaming is
required

Advantages of centralized
processing (on-prem or cloud):
— Can make increased
processing power available
- Centralized ability to upgrade
analytics and features
- Benefits for scalability in
storage

Two-Way
Communications

While sirens and strobe lights are
effective devices at warning folks
in public places that something is
wrong, they are unable to provide
specific instructions as to what to
do, where to go and how near the
danger is. Whether it's a weather
event, a fire or active shooter,
audio allows for specific instruc-
tions to be delivered as an event is
occurring, potentially saving lives.

Using two-way communications,
such as intercoms, speaker
microphones, emergency call
boxes or blue-light emergency
phones (most often used on
college campuses) and talk-listen
outdoor monitors, in security
monitoring applications can

also help ensure accountability.
For an added layer of security,
an access control-integrated
intercom can provide secondary
verification of visitors to a facility.

HIGHER PERCEPTION OF SAFETY
AMONG STAFF

In these days of low unemployment, retaining competent staff is crucial to business
operations in any industry. VWork environments that present challenges to safety

75%

and security, such as schools, hospitals and even restaurants and retail stores help
employees feel safer when audio is an integral part of the security program.

Take the example of a hospital emergency room, where workplace violence is a
huge problem. In fact, 75% of all workplace violence takes place in health care

Percent of
all workplace
violence takes
place in hospital
settings

settings according to The Joint Commission’s 2018 report “Physical and verbal
violence against healthcare workers.”

If medical staff need to push a panic button or call for security, the chances are
that the situation may already be out of hand. Now consider that the video cam-
eras are integrated with audio and audio analytics. Staff monitoring the video and

hearing exactly what is happening can be at the scene before medical personnel
even think to hit the panic button or call for help if they even can.

Safe and Sound A Guide to Audio and Intelligent
Communications Applications for Security
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ADDING AUDIO AND INTELLIGENT COMMUNICATIONS

to the suite of security solutions deployed in SOCs is not only a force multiplier
but also offers a host of other benefits.

[’I Audio in the

Command Center/
Security Operations
Center

Many businesses operate
security operations centers
(SOCs), especially those with
large campuses and/or satellite
locations. Adding audio and
intelligent communications to
the suite of security solutions
deployed in SOCs is not only a
force multiplier but also offers
the host of other benefits already
discussed, including instant situ-
ational awareness.

We have all seen what such control
rooms look like, if only on TV
shows or in the movies, which are
not far from reality. What's also real
is the potential for the SOC oper-
ator to be temporarily distracted

or overwhelmed, especially when
having to monitor some 20 to 30
video camera feeds.

Distractions may come in many
forms, not least from our cell
phones, with their near-constant
beeping and chirping. Thus, a
security officer’s attention may
be temporarily diverted from the
screens being monitored, and

in those few minutes a situation
that warrants immediate attention
is missed. In a fascinating 2014
study, the authors found that
despite focusing our attention on
the task at hand, we often find
ourselves unable to block out
irrelevant distractions (such as
the ping of a new text or email
message you might receive while
reading this report).

Cue the audio. With integrated
audio, access control and video
systems and the use of analytics,
an audible alert draws attention to
a developing situation. Gunshots,
movement, screams or aggres-
sive speech will trigger such
alerts in the system, and they will

Safe and Sound A Guide to Audio and Intelligent
Communications Applications for Security

sound in the SOC, where most
emergency communications
originate. So, despite the security
officer's momentary distraction,
an audio alert will draw their
attention to the relevant scene,
often showing a message as to
exactly what is occurring, e.g.,
gunshot detected.

Integrated security systems
that include audio, video and
access control also benefit
operators in a SOC, as they can
control building loudspeakers
and fire alarm notifications to
alert occupants. Depending

on the system's features, you
may also be able to integrate

a two-way radio or intercom,
providing even more flexibility
for SOC staff in determining the
quickest way to respond to an
emergency. And with preset,
prerecorded messages, all of
this can happen with the touch
of a button.


https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3965161/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3965161/
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AUDIO TECHNOLOGIES
AND APPLICATIONS

((((.,))) Getting Down to
Basics

Integration is everything. Analytics
are the glue that ties it all together.
Two concepts common to the
effective use of audio and intelli-
gent communications in a compre-
hensive and effective security
solution. Business processes
related to risk, resilience and
security will be fully optimized
when the underlying systems —
access control, video surveillance,
audio and intrusion detection — are
integrated and interoperable.

Listening intelligently helps
security and law enforcement
personnel define which acoustic
events are relevant and demand
a response versus those that

are either a nuisance or normal.
Analytics works in much the
same way as the human ear
processes sound. When an audio
signal comes in, the sound detec-
tion software analyzes the noise
based on advanced algorithms
and determines whether it is a
match for other sound patterns
from preclassified sources.

Once the system identifies the
sound as a positive detection, the
software sends an immediate
visual alert to security staff through
the video management system.
The system can also trigger an
alarm. All of this happens within
seconds of a sound being heard.

In this section, we will examine
the fundamentals of audio tech-
nology as well as specification
considerations. There is also an
overview of current applications of
audio devices such as emergency
call boxes, speakers, intercoms,

gunshot detection and sensors.

A discussion of emerging appli-
cations, often accelerated by the
pandemic, includes remote secu-
rity operations centers and remote
guarding and crowd management.

As noted, the security industry
has used audio technology for
many years, although those
systems were analog and siloed
operationally. Fast forward to the
present day, where audio is fast
becoming an integral part of a
comprehensive security system
in newly integrated ways.

- Speakers
Speakers can be used in
a variety of ways for both
security and business opti-
mization. The example given
for emergency call boxes
could also include the use of
speakers mounted alongside
the cameras. Security staff can
warn an attacker that they are
being watched and that law
enforcement is on the way.

Law enforcement can also
use connected speakers to
alert crowds either indoors or
outdoors to a developing situ-
ation or quickly broadcast a
safety message with instruc-
tions on what to do or where
to go. Also consider whether
a speaker-microphone would
better serve identified security
needs in other types of situa-
tions where two-way commu-
nications may play a vital

role. An example might be a
train station platform where
hearing and seeing what is
happening and thus being able
to respond to events would
help ensure passenger safety.

From a business optimization
perspective, these same
speakers can be used to

play music, deliver in-store
advertising announcement or
remind shoppers in retail envi-
ronments to maintain social
distancing or wear their masks.

Microphones

Today, most video cameras
include microphones.

In some cases, external
microphones may be prefer-
rable. As with speakers,
environmental factors will
affect microphone selec-
tion. Inside or outside?
Large area or small space?
Acoustical considerations
such a concrete or carpeted
floors? Choosing the correct
microphone will deliver a
more intelligible audio feed
and assures that the sounds
most needed to be detected
will be heard and recognized.

Emergency Call Boxes

To begin with, emergency call
boxes in such areas as parking
garages and parking lots are
now often integrated with
security cameras so that if an
individual in distress hits the
call button, the phone dials
automatically, and the cameras
automatically begin to record
while simultaneously the call is
recorded in real time. A strobe
light often illuminates the
scene as well. Staff monitoring
a bank of cameras are alerted
through the video manage-
ment system and can hear and
see exactly what is going on
to determine the fastest and
most appropriate response.

1 0 Safe and Sound A Guide to Audio and Intelligent
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- Intercoms
The use of intercoms has
evolved along with other
audio devices, as they now
integrate with video cameras
and access control systems.
IP video intercom systems are
available and only need power
and an internet connection for
full functionality. Such systems
offer the added benefit of
being able to communicate
globally, and when integrated
with access control systems,
intercoms allow security staff
to schedule automatic entry for
deliveries and cleaning crews,
an added benefit in these
COVID times.

WHAT TO
CONSIDER

WHEN CHOOSING
AN EXTERNAL
MICROPHONE

O Indoor versus outdoors

O Wired versus wireless

[0 Sound pickup distance

requirements

O Background noise

[0 Mounting location

O Omnidirectional sound

11

pickup distance

- Gunshot Detection
Gunshot detection is all about
public safety. According to
the 2020 State of the Industry
Report, 28% of respondents
were interested in adding
or already added gunshot
detection to their product

offerings. As an early warning
system, gunshot detection
has the potential to mitigate
dangerous situations, giving
first responders as much
information as possible and

as quickly as possible. That
information includes where
the gunshot was detected,
shortening the response time
even more. As this technology
advances, triangulation is being
used to determine the location
where shots have been fired
more precisely.

Applications
Outside of Normal
Security Uses

As versatile as audio is, deploying
it in contexts outside of security
can deliver tremendous benefits in
a variety of settings, most notably
in health care settings. So, while
offering health care facilities a
comprehensive security solution
that includes audio, consider how
that audio might enhance other
hospital operations, especially in a
COVID environment. Today, hospi-
tals are using two-way commu-
nications to lessen the time they
need to interact personally with
patients who have contracted an
infectious disease. Aside from
protecting front-line workers such
as nurses, the need for personal
protective equipment is lessened.

Using audio devices, nursing
staff can also remotely monitor
patients and the devices that are
monitoring patients. Here again,
audio analytics have advanced

to such a degree that companies
have trained the analytic on alarm
tones from medical devices and
coughing or stressed voices. A
priority alert can alert nursing
staff if a ventilator hose is discon-
nected, if a patient who is at risk
of falling is exiting their hospital
bed or if a patient is experiencing a
coughing fit.

Safe and Sound A Guide to Audio and Intelligent
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Life safety applications extend
to the use of speakers to alert
building or campus occupants of
an approaching storm or tornado,
advising as to when and where
to take shelter. Another poten-
tially life-saving application is in
the use of emergency call boxes
that today often have colocated
defibrillators, or AEDs, so if you
pull out the AED, it activates a
micro-switch which automatically
opens an audio channel to

a security monitoring center.

This is especially useful on
sprawling business or educational
campuses where a heart attack

or stroke may occur without
warning. As many of us are not
skilled in the use of such devices,
instruction delivered in the moment
from a knowledgeable source in
the monitoring center can make a
meaningful difference. At the same
time, the operator can dispatch first
responders to the scene.

In retail settings, audio can be
used to control wait times at
checkout or deliver tailored
messages in specific areas. For
example, retailers can deliver
audio messages at entrances,
reminding arriving customers that
masks are required, informing
them of specials available in store
that day or, at intervals, reminding
them to maintain social distancing.

In some retail applications,
combining audio with video has
helped reduce shoplifting and
in-store face-to-face confron-
tations with security staff. For
example, video captures shop-
lifters in action. Security moni-
toring the video can use audio
via a speaker system to inform
the shoplifters that they are
being watched and that security
is on its way. One retailer was
able to dramatically lessen inci-
dents of shoplifting using such
an integrated solution.


https://www.securityinfowatch.com/integrators/document/21202172/2020-state-of-the-industry-an-integrators-perspective
https://www.securityinfowatch.com/integrators/document/21202172/2020-state-of-the-industry-an-integrators-perspective
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Perhaps the area where audio
has delivered significant benefits
that are not security-related per
se is in law enforcement’s use of
audio in interview or interrogation
rooms. Immediate interviews
with witnesses or interrogations
of suspects can yield compelling
spoken evidence for the prosecu-
tion to present to a jury.

In such situations, video by itself
is not of much value to the pros-
ecution, but a verbal confession
that the judge and jury can hear
can prove invaluable. Micro-
phone-speaker combinations
work well for law enforcement,
especially when the system can
be muted to preserve attor-
ney-client privilege in an inter-
view or interrogation room.

o The Future
”) of Audio

and Intelligent

Communications

Industry experts agree. The
future of audio and intelligent
communications has only just
begun and, in some cases, is
already here. Witness the integra-
tion of audio with mobile devices.
Today, a security guard on foot
patrol can tap into speakers
installed in a sprawling parking
lot (if there is Wi-Fi access) and
deliver a message to intruders
some distance away faster and
more safely than going there —
using only a cell phone.

As society grows more accus-
tomed to using voice technology
to communicate with every-
thing from our refrigerators to
our cars, the adoption of audio
and intelligent communications
for security will also grow.
Advances in the technology such
as improvements in analytics

for noise reduction will facilitate
such growth, as will emerging

applications such as the ability to
create virtual security officers.

A virtual security officer needs
both eyes and ears to be effective
and the addition of audio to video
delivers. An example would be

the ability to communicate with a
visitor who may have arrived at the
wrong entrance and directing them
to the correct location — without
having to physically send a guard.
Using audio allows for remote

and interactive mitigation of many
security situations that arise.

The growing use of artificial
intelligence will also enhance
the ability to communicate in
real time as language translation,
already advanced in voice assis-
tants such as Cortana, Siri and
Alexa, continues to advance. In a
security setting, that virtual secu-
rity officer could now commu-
nicate using their native tongue
and have the message delivered
in the recipient’s language.

Another potential advance-
ment would be the use of an
audio substation to replace a
card reader so that one's voice
becomes their identity creden-
tial. As broader adoption leads
to more intelligent use of the
technology and its capabilities,
audio will emerge as more of a
standard as opposed to a should-
have or nice-to-have. Speakers
that offer more functionalities
may be on the horizon as well,
as some new players from the
audio industry recognize the
potential for audio in security
applications.

The future also holds out the
possibility of voice activation of
security systems so that instead
of pushing a button, a security
officers speaks a command to
release an emergency message
or remotely open a door. The
value of this approach would

CONSIDERATIONS
WHEN CHOOSING
AN INTERCOM

Will the intercom connect to an
access control system?

Where will the intercom system
be located (indoor or outdoor)?

Will outdoor placement require a
rugged enclosure, a tamper-
resistant speaker and/or a lock?

How wiill visibility and lighting
conditions come into play?

What other capabilities might be
needed?

Ability to restrict elevator buttons

Email functionality so visitors
can communicate privately with

occupants
Magnetic tamper switch
Network connectivity

Hand-free capability (a more

pressing consideration today)

Multilanguage support

improve speed and performance
and be easy to use, as we are
now accustomed to speak
commands to the devices that
surround us.

On the intelligent communica-
tions side, there are already signs
that analytics are moving toward
being able to identify a broader
array of sounds and events thus
providing ever more targeted
messages both in the alerts

sent and communications sent
over speakers. As noted above,
artificial intelligence and machine
learning is also playing a role in
advancing the value of audio and
audio analytics.

1 2 Safe and Sound A Guide to Audio and Intelligent
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CASE STUDY: HOW AUDIO CAN
MAKE SCHOOLS SAFER

'L

A
0

In 2019, 22% of students ages
12 to 18 reported being bullied
at school according to the 2019
School Crime Supplement
report. About 15% reported
being made fun of, called names
or insulted. Audio is uniquely
positioned to capture these
types and incidents and provide
school administrators with the
information needed for interven-
tion and de-escalation.

Identifying instances of bullying
can yield insights into who is
doing the bullying and who is
being bullied. This could prove
crucial in preventing future acts
of violence since most attacks at
schools have been carried out by
those who have been victims of
bullying.

In a 2021 report titled “Averting
Targeted School Violence,” the
U.S. Secret Service (yes, they do
more than protect the president),
stated that “students were most
often motivated to plan a school
attack because of a grievance with
a classmate.” Often, that griev-
ance arises from being bullied.

Installing microphones at key traffic
or intersection points provides
accountability by documenting
what is said, which can then be
used to resolve disputes or placate
verbally hostile individuals.

After installing microphones and
using audio analytics, one school
was able to reduce its response
times from two to three minutes
down to 20 to 30 seconds, a 75
percent reduction. This resulted in
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AFTER INSTALLING MICROPHONES AND USING AUDIO ANALYTICS,

one school was able to reduce its response times from two to three minutes down to
20 to 30 seconds, a 75 percent reduction.

a drastic decrease in serious inci-
dents, fewer visits to the school
nurse and fewer calls from angry
parents. An unexpected outcome
was that the 75 fights the school
thought occurred annually really
was more like 100.

Because most of these incidents
were happening in the same
locations, school administration
rethought the travel paths of
students, including travel to and
from classes and recess loca-
tions. The result: near elimination
of aggressive behaviors among
students in those areas.

For more information about

the effective uses of audio in
school settings, check out the
PASS (Partner Alliance for Safer
Schools) guidelines.


https://passk12.org/
https://passk12.org/
https://www.secretservice.gov/sites/default/files/reports/2021-03/USSS%20Averting%20Targeted%20School%20Violence.2021.03.pdf
https://www.secretservice.gov/sites/default/files/reports/2021-03/USSS%20Averting%20Targeted%20School%20Violence.2021.03.pdf
https://nces.ed.gov/fastfacts/display.asp?id=719
https://nces.ed.gov/fastfacts/display.asp?id=719
https://nces.ed.gov/fastfacts/display.asp?id=719
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CASE STUDY: HEALTH CARE ACES
THE HEARING TEST

HEALTH CARE SETTINGS, WHERE EMERGENCIES ARE OFTEN

a regular occurrence, benefit from an integrated and comprehensive security
solution that listens, observes and reacts swiftly.

Audio in health care settings offers
myriad benefits from staff safety
to patient monitoring. According

to findings from the U.S. Bureau
of Labor Statistics, health care and
social services workers experience
the highest rate of injuries from
workplace violence and are five
times more likely to suffer a work-
place violence injury than workers
overall. The same report finds that
health care workers accounted

for 73% of all nonfatal workplace
injuries due to violence in 2018.

There are many high-risk areas in
health care settings where audio
and audio analytics can reduce
or mitigate the occurrence of
violent events, from emergency
rooms to parking structures.

A Florida hospital was experi-
encing a high number of verbal
altercations that turned into
physical violence in its emer-

gency room. The hospital’s old
way of dealing with these situ-
ations was either a panic alert
button or a phone call, which
often meant that security arrived
too late to intervene and stop
the violence. After switching to
an audio analytic solution, the
hospital has seen a vast reduc-
tion in serious incidents.

An additional and unantici-

pated benefit was the positive
reviews that the security director
received after the system was
deployed.

“We received so many
responses to our customer
service poll that noted how the
security team has become much
more proactive and visible,” the
director said. “They are in the
right place at the right time.”

Safe and Sound A Guide to Audio and Intelligent
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Aside from staff, visitor and
patient security, audio and audio
analytics can help with patient
monitoring and safety while at
the same time minimizing risks
to staff from too much contact
with contagious patients. Today's
audio analytic systems can
distinguish among medical device
alarm tones, alerting staff to
critical alarms or malfunctioning
equipment such as a ventilator
hose becoming disconnected.

Emergencies can develop in
unanticipated ways so having
eyes and ears ready to discern
what is happening can mean
the difference between a good
outcome and a negative one.
Health care settings, where
emergencies are often a regular
occurrence, benefit from an
integrated and comprehensive
security solution that listens,
observes and reacts swiftly.


https://www.ajmc.com/view/violence-against-healthcare-workers-a-rising-epidemic
https://www.ajmc.com/view/violence-against-healthcare-workers-a-rising-epidemic
https://www.ajmc.com/view/violence-against-healthcare-workers-a-rising-epidemic
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LEGAL AND

PRIVACY

CONSIDERATIONS

As mentioned earlier, concerns

about the legality of using audio
in security applications, specifi-
cally microphones, has restrained
adoption of this vital technology.
Understanding why such appli-
cations are legitimate begins
with an understanding of current
uses and the law. The following
discussion does not constitute
legal advice and when doubts
arise about specific use cases it
is best to retain legal help.

Let’s begin by looking at the
relevant federal statute Title 18,
United States Code, Chapter
119, Section 2511(2)(D), which
states, "It shall not be unlawful
under this chapter, for a person
not acting under color of law to
intercept a wire, oral or elec-

tronic communication where

such person is a party to the

communication or where one of
the parties to the communication
has given prior consent to such
interception.”

In plain language, recording
conversations where the parties
are openly communicating, with
no expectation of privacy, or at
least one of the parties agrees to
the recording, is legal.

That's the federal statute;
however, some states beg to
differ. Currently, 11 states require
that all parties to a conversa-

tion give their consent to being
recorded. The rest of the states
have "one-party” consent laws.
All this means is that if you are a
party to a conversation, you can
record it. If you are not, you must
obtain the consent of at least
one party.

STATES WITH ALL-PARTY
CONSENT LAWS

Safe and Sound A Guide to Audio and Intelligent
Communications Applications for Security

The U.S. Supreme Court has also
weighed in, specifically on the
issue of an expectation of privacy
in public places. Most notable is
the Supreme Court's ruling in Katz
v. United States in 1967, which
expanded the Fourth Amend-
ment’s protections to include as

a constitutionally protected area
“what a person seeks to preserve
as private, even in an area acces-
sible to the public.”

The Supreme Court further stated
that the Fourth Amendment
“protects people, not places,”
therefore “what a person know-
ingly exposes to the public, even
in his own home or office, is not
a subject of Fourth Amendment
protection. But what he seeks
to keep private, even in an area
accessible to the public, may be
constitutionally protected.”

What does all of this mean for
the use of audio solutions in
security applications? This is a
two-part answer that begins
with letting people know that
the area they are in, or entering,
is under audio surveillance (and
video surveillance). Transparency
is key. Clearly visible and easy
to read signage at retail store,
commercial or government
building entrances is necessary.

Consent, vital to privacy protec-
tions, is implied if the customer or
citizen, after seeing the signage,
continues into the area without
reservation. There may be an
exception to this because in
some cases, an individual may
not have a choice as to whether
to enter or not. For example, a
citizen who needs a government
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service. In such instances, their
right to privacy may still be intact.

The second part of the answer
relies on the concept of a reason-
able expectation of privacy. For
our purposes, if someone is yelling
for help, no matter where they
are, they want to be heard. The
same is true for people who are
yelling aggressively. They are not
trying to be private but are trying
to be heard. Hearing and recording
aggressive or overly loud speech,
whether by humans or with tech-
nology, would not constitute an
invasion of privacy. Context matters
when it comes to protecting
human life or valuable assets.

Aside from signage, as an industry
best practice, audio systems
should not record sound contin-
uously. In most cases, recording
devices (NVRs) can temporarily
buffer sound alongside video.
Many systems can be set up to
record what was buffered just
before and after a detection of
sound to allow security to verify
the detection and preserve the
video and audio for forensic
evidence.

Transparency is a core privacy
tenet. Signage alerting to the use
of surveillance technologies is

an important aspect of transpar-
ency but so is communicating
with stakeholders — customers,
citizens, employees, guests —
who should hear how and why
the technologies are being used.
Sharing the reasons for the moni-
toring, that the audio solution

will enhance overall safety and
security, will reassure all that
their privacy has been taken into
consideration.
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WHAT IS THE
“KATZ TEST?"”

In 1965, Charles Katz, a private citizen involved in sports betting used a
public telephone booth (remember them?) near his home to communi-
cate his bets to bookmakers in Boston and Miami. Unbeknownst to him,
the Federal Bureau of Investigation (FBI) was using a covert listening
device attached to the outside of the phone booth to listen to his conver-
sations. The FBI then arrested Katz for illegally placing bets over the
phone and between states, which is a federal crime.

The government convicted Katz based on the recorded conversa-
tions. His subsequent appeal went all the way to the U.S. Supreme
Court. The court’s decision overturned Katz's conviction, and the Katz
test was born out of a concurring opinion which elaborated on the
meaning of a reasonable expectation of privacy.

In that concurring opinion, Justice John Marshall Harlan stated that there
were two parts to be satisfied in determining what a reasonable expec-
tation of privacy entailed. First, that a person behaved as if they expected
their words and actions to be private, and second, that the expectation is
one that society at large would agree was reasonable. To quote Justice
Harlan:

Thus, a man’s home is, for most purposes, a place where he
expects privacy, but objects, activities or statements that he
exposes to the 'plain view' of outsiders are not ‘protected’
because no intention to keep them to himself was exhibited.
On the other hand, conversations in the open would not be
protected against being overheard, for the expectation of
privacy under the circumstances would be unreasonable.”
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CONCLUSION

The core DNA of any security
technology platform relies on
three key elements operating
in tandem to prevent, detect,
protect against, and document
dangerous and potentially

harmful behaviors and situations.

From intrusion detection, perim-
eter security and access control
systems to keep the bad guys
out, to eyes on the ground with
cameras and a video manage-
ment system, to audio and intel-
ligent communications to help
make sense of out-of-the-ordi-
nary occurrences, an effective
security system needs to incor-
porate all three.

Audio delivers the additional
context needed to prevent or

mitigate potentially dangerous
or violent situations, from
preventing a verbal altercation
escalating into physical violence
to arming first responders with
critical information so they can
respond appropriately and mini-
mize danger to themselves, and
bystanders, audio and intelligent
communications stand as a
proactive security tool.

End users in all vertical segments
and security practitioners, from
retail to hospitals to commercial
entities are growing increasingly
comfortable with deploying
audio to keep their people and
assets safe and secure. More
importantly, they recognize that
integrating audio and intelligent

communications is a baseline
necessity for any security plat-
form, enhancing enterprise secu-
rity and contributing significantly
to risk mitigation.

The integration of video, access
control and audio offers action-
able insight into risks and
potential physical dangers that a
silent security system does not.
Understanding the value of audio
and intelligent communications
and learning how and when to
effectively deploy such solutions
will enhance safety, security

and the bottom line for all stake-
holders. Answering the question
“Why audio?” is more important
than ever.

[ [
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