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FROM OUR SPONSOR

Dear Friends,

Five years from now, the technology and tools that are emerging today will be in every project bid and part of every
security plan.

Specifically, I'm talking about how artificial intelligence (Al), robotics and drones will experience full adoption by the
progressive membership of the Security Industry Association (SIA). It's those members and their teammates that will
benefit most from learning what's happening and what's expected to happen over these next five years.

How can you get started now and be prepared for what's to come?

SIAs Al, Drones and Robotics Interest Group, of which it's my great honor to be the chair, is your best starting point.
The fact that this group exists demonstrates SIAs commitment to its members and the industry. As with any “new”
product category, the industry in which it exists requires standards, definitions, networking events and training mate-
rials. | look forward to helping guide this historic technological transformation as it happens, and given how we're
emerging you have the ability to make your unique contributions.

Robotics and Al within the security services industry will bear little resemblance to how robots have been character
ized in entertainment and science fiction. As an industry, we welcome the public's fascination and curiosity with all
things robotic, but we mean business.

At this very moment, robots and drones are performing security duties that were once handled by human guarding
personnel. Corporate end users that were early adopters have realized tremendous cost savings as well as security
performance improvements. Integrators and security dealers that have embraced this technology have benefited from
new service offerings and opportunities to generate recurring monthly revenue. The ongoing shortage and rising costs
of security manpower have accelerated the industry’s acceptance of robotics supplanting routine and dangerous
guarding tasks. And those that resist change will idly watch as this inevitable evolution from manpower to autono-
mous automation occurs around them.

We at Robotic Assistance Devices have been on this exciting ride since its inception. Our team, dealers and end users have
endured the customary growing pains, and it's safe to say that this innovative technology is now poised to breakthrough to
mainstream acceptance. As an industry, let's work together, moving this category forward, revolutionizing how intelligent
machines and man wiill coexist and making the world safer and more secure.

Steve Reinharz
Founder and CEO, Robotics Assistance Devices

Chair, SIA Al, Robotics and Drones Interest Group

Video Interview: How the Future of Al, Robots and Drones Will Change the Security Industry

ﬁROBOTIC

ASSISTANCE DEVICES

I RON HAWKINS

DIRECTOR, INDUSTRY RELATIONS E.-.- 5
SECURITY INDUSTRY ASSOCIATION

CHANGING THE CHANNEL:
DRONES AND ROBOTICS SOLUTIONS PRESENT BOTH CHALLENGES AND OPPORTUNITIES TO
SECURITY INTEGRATORS



https://www.securityindustry.org/committee/autonomous-security-robots-working-group/
https://youtu.be/luOrDRdhXvc

TABLE OF CONTENTS

CHANGING THE CHANNEL

DRONES AND ROBOTICS SOLUTIONS
PRESENT BOTH CHALLENGES AND
OPPORTUNITIES TO SECURITY INTEGRATORS

4 Introduction

5 The Role of Robotics
6  The Challenges

7 The Benefits

8 The Future

This report is produced by the SIA Al, Drones and Robotics Interest Group
with support from RAD Security. The SIA Al, Drones and Robotics Interest
Group brings together members of the security industry, end users,
technology experts and other interested parties to promote best practices
m regarding the use of autonomous security devices, develop research,

offer guidance on legislative and regulatory matters and enhance

@ communication and collaboration.
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INTRODUCTION

Over the years, a sales channel has
developed in the security industry
through which a large percentage of
devices reach end users, particularly
in the non-residential market.

In short, manufacturers provide their products to integrators, value-added
resellers and distributors, and they, in turn, make the goods available to
businesses and facilities.

With integrators, this often occurs as part of a service contract that also
includes installation and maintenance, a model that replaces a one-off
sale or project with a partnership that produces recurring monthly revenue
(RMR). This approach has proven effective and profitable — even more so
as security technologies have been developed that are especially good fits
for a subscription model, such as cloud surveillance and access control.

P el Not all security equipment is sold this way, however. In the residential
L I 87 1 i._:- sector, leading providers sell products and services direct to consumer,
! and do-it-yourself (DIY) offerings have expanded. With the commoditi-
zation of certain video cameras and other devices, DIY systems are also

used in some small businesses and organizations.

At the enterprise level, physical security products, historically, have gained
market acceptance by first demonstrating value to practitioners. After
sufficient demand has developed, companies in the channel are then
engaged for installation, service and, eventually, sales to new customers.
Drones and robotics are among the newest solutions gaining traction
among buyers and potentially offering new business and RMR opportuni-
ties for integrators.
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THE ROLE OF ROBOTICS

Physical security operations generally trend in the
direction of using devices and technologies as force
multipliers to reduce the level of manpower required.
Just as a lock secures an entry point without needing
to post a guard and a video camera provides surveil-
lance in an area where no security personnel are
present, effective advances generally mean that fewer
people can do more things.

Drones and robots are yet another iteration of this. The
technologies, particularly ground-based robots, have, at
times, been judged harshly, but this may be, in part, a
function of inappropriate expectations. When a robot is
seen as an exact replacement for a person, it is being
set up for failure. But when it is understood to be a
mobile platform for observation and other sensor and
analytic tools that have already been proven effec-

tive and that can reduce the number of person-hours
required for security operations, its potential use and
value become clearer.

The phrase “hybrid autonomy” is sometimes used in
discussions of how humans and robots should interact.
It replaces the science fiction version of fully auton-
omous robots with a more realistic vision in which
robots carry out some tasks autonomously — typi-
cally, as they are often described, the dull, dirty and
dangerous ones — and humans leverage those abili-
ties to inform their analysis and decision making and,
thus, perform their jobs more effectively. Such hybrid
autonomy, it can be argued, has existed since the
first electronic labor-saving devices were introduced.
The difference now is that the devices are getting
“smarter” and more capable.

“Why would you have [security guards] sit there bored
out of their mind for hours on end when all the studies
in the world show that a human being is good for about
eight to 14 minutes worth of work"” performing uninter-
rupted monitoring, one robotics manufacturer asked.
"Put them into a position where they're doing some-
thing that is more suited to a human being’'s mind,
where they're actually able to use their head, to think
strategically, empathize and sympathize with people,
and provide services and help, and then put the robots
in a situation where they excel, in the boring, monoto-
nous routine.”

A consultant echoed those comments, noting the
benefits that can accrue from such a division of labor.

“Robots are highly reliable at collecting and synthe-
sizing massive amounts of data with total recall,”

he said. "People are great at quickly analyzing that
data and making intelligent and flexible decisions.
The combination offers massive productivity and risk
management performance value.”

Today's robotic solutions can perform specialized
tasks like medicine dispensing in a hospital (pictured)
or broader tasks like roving security tours. Modern
robotic solutions can also host multiple sensor
technologies and touch screens and audio interfaces
for human-to-machine engagement.
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THE CHALLENGES

A consultant recalled that, when drones were first
introduced, “it was very Wild West."”

“They didn’t know what they didn’t know, and so they
just started reaching out and connecting with people and
identifying where there were opportunities,” he said.
“And they found, in general, better traction going direct
with very large companies who had a very significant
interest in drones, as well as counter-drone systems.”

The introduction of robotics was not dissimilar, he said.

Though several years have passed since then, manu-
facturers have typically continued to find greater
success using a direct-to-user approach, largely for
three main reasons.

1. Selling — and, even more so, servicing — drones
and robotics requires a high degree of new
technical knowledge. Unlike, say, an update to
an existing camera or a control panel, these are
new product categories that end users will have
many questions about. In order to incorporate
the devices as smoothly as possible into security
operations, manufacturers work closely with prac-
titioners, especially at the beginning. If integrators
are to take on this role, they will need training and
education to make them as proficient with a robot
as they are with an intrusion alarm.

“If we didn't have somebody on site for the
first six months, the customer would have a
completely skewed view of the technology”

a manufacturer said. “Non-skilled value-added
resellers are no help.”

2. Integrators, naturally, seek to provide the prod-
ucts and services that their customers want the
most. While interest in drones and robotics has
been growing, end user demand likely has not
yet reached the critical mass that would persuade
integrators to invest the time and resources
needed to take on these new technologies.

“[Integrators] are trying to move things that
they traditionally move, that are easy to move,”
a drones manufacturer noted. “Until there's a
customer that wants this, they're not going to
spend a lot of time on it.”

As with any business, potential profits are a
prime motivator for integrators. And given the
investments required for additional training, the
current limited demand and a technology that
does not lend itself to 30 — 40% margins, the
dollars and cents are simply not yet there for
them.

“When [integrators] go to sell it, they want huge
margins,” a manufacturer said. “And so we tell
them, "Hey, you can sell it for whatever you want
to sell it for, but you have to justify that with
your client. You have to present the value that
you bring to the table because, | guarantee you,
they're not dumb.”

Despite these challenges, manufacturers also say
that as automated security technologies mature and
demand increases, they will offer significant potential
to integrators to grow their businesses.
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THE BENEFITS

The current state of the drones and robotics market and
its relationship to the channel is not unlike what has been

seen with previous emerging technologies. One manufac-

turer, in fact, likened it to the transi-
tion from analog to IP in the security
industry, a move that took some
time to be fully embraced but has
now become the default.

"It feels like we're almost seeing
the same movie,” he said.

In terms of the standard Innovation Adoption Lifecycle,
security robots are likely still in the far-left “Innovators”
part of the bell curve, with drones perhaps reaching
into the “Early Adopters” section.

Early Majority
: Late Majority
Early Adopters :

Laggards
Innovators :

2.5% 13.5% 34% 34% 16%

TYPICAL INNOVATION ADOPTION LIFECYCLE

For automated security devices to be routinely offered by
integrators alongside more traditional security equipment,
adoption will have to move significantly farther to the
right. Indeed, multiple manufacturers said that change will
come from the end point of the channel —that is, demand
from practitioners will determine whether the channel
regards the technology as worth offering.

“There's no beachhead” at this point, one said. “End
users will drive the shift — 100 percent.”

This means that the current sales model will likely
continue for some time, with manufacturers connecting
with and educating more and more end users because,
as one drones CEOQ said, “Market education is best done
by the creator of the technology itself. It takes time for

a technology to become more prevalent. ... If | was an
integrator, | would wait, as well.”

Integrators, for the very first
time, can now cross over to
the manned guarding space...
It's a whole new revenue line.

At the same time, though, representatives of drones
and robotics companies note that, as end user demand
grows, so will the benefits for potential partners. One
of the biggest advantages
noted for integrators is that
robots need to work with of all
of the other components of a
security system, and integra-
tors are already in the business
of making diverse systems
function holistically.

“[Robots] need to talk to the environment,” a manu-
facturer observed. “We view the integrator part as
absolutely key. ... | think it's a business opportunity for
them. How do you make a workplace ready? Almost
like for an employee.”

Another echoed this and further noted that automated
security devices present a new market opportunity.

“Integrators, for the very first time, can now cross over
to the manned guarding space,” he said. “It's a whole
new revenue line. ... Here's a way for you to make
more money and you're in a new business where your
core competency is a competitive advantage.”

Perhaps most important for integrators, drones and
robotics systems offer a new path for recurring
revenue.

“Smart systems integrators are seeking ways to create
RMR, and in the case of robotics and drones, they

can add RMR while having the manufacturer do most
of the work,” a consultant said. "It is an outstanding
opportunity to leverage their customer base and
increase business equity.”

Finally, offering automated security systems can help
to future-proof an integration business, so that, in

a few years, it will not be in a position equivalent to
trying to sell analog equipment in a digital world. One
robotics CEO put it bluntly, saying that reluctance to
adapt to emerging technologies “is what puts integra-
tors at risk.”

“Change or fade away,” he added.
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THE FUTURE

Artificial intelligence, the technology that probably has the
most critical role in drones and robotics, was the No. 1
Security Megatrend in SIA’'s annual look at the 10 biggest
trends in the security industry in both 2021 and 2022.

Service models were No. 4 in 2022, and, as one manu-
facturer said, “Robots are most properly delivered

as a service. The core product is not a product but a
service.” Two other entries on the 2022 list — increased
interoperability and expanded intelligence monitoring —
also relate to automated security.

In May 2021, meanwhile, the U.S. Bureau of Labor
Statistics published a report on the impact of Al on
security equipment and employment. Referring to
“the whizbang security technology of the future,” the
bureau noted, “As the
robot monitoring technolo-
gies develop and become
more common, they are
expected to become more
affordable for businesses
that need to increase or
supplement their security
systems.”

It went on to project the
impact of automated secu-
rity on guard services, in
particular.

“Security technology is rapidly evolving and becoming
more sophisticated, able to analyze image data captured
from devices, drone scans, or robots,” the report stated.
“The analysis generates more and higher quality infor-
mation to be acted upon. This information is used to
determine if and when a security guard should act. ...
Technology will limit the need for officers to patrol an
area where no suspicious activity has been detected,
consequently changing the role of security personnel

— from less physical patrols to more remote responses
whenever suspicious activity occurs.”

This “hybrid autonomy,” as referenced earlier, is how,
even though a robot cannot be a full replacement for a
human guard, the force multiplier effect that it provides
means that “fewer guards will be needed to patrol

the same area as before.” This has already resulted in
some guard companies partnering with robotics firms.

“We're not here to replace all human guards,” a manu-
facturer said. “Will some be replaced? Will the hiring
of some be impossible because of inflation? Absolutely
every year, we see an increase in guard budgets, but
they're not getting more out of it. All this is going to
drive automation.”

CHANGING THE CHANNEL:

TECHNOLOGY WILL LIMIT THE
NEED FOR OFFICERS TO PATROL
AN AREA WHERE NO SUSPICIOUS
ACTIVITY HAS BEEN DETECTED,
CONSEQUENTLY CHANGING THE
ROLE OF SECURITY PERSONNEL.

In the coming years, these types of partnerships could
increase, even as manufacturers continue to work
directly with end users. At the same time, if deploy-
ments of automated security technology expand
significantly, integrators will almost certainly become
more involved, though one consultant suggested that
the growth in leading-edge solutions could result in

a split in the integration community between those
dealing with “standard security technologies” and
those “who specialize only in advanced technologies.”

“They will do access control and video surveillance and
camera installation if that's absolutely necessary, but
their main focus is on working with other contractors
to do that installation,” he said. “And they come in and
they do the very, very advanced technology implemen-
tation. So it's kind of like a
very high-tech integrator.”

Some integrators may decide
to invest in the training
needed to offer drones and
robotics services — perhaps,
as one manufacturer
suggested, starting with
smaller firms that are not
volume businesses — while
others remain content to
leave those technologies out
of their portfolios.

Or there may be some as yet untried approach that
proves successful. Manufacturers indicate that they are
as open to innovation in sales models as in technology.

“This is not a commodity that you can sell,” one said.
“So [integrators] need to come into the conversation
with a little bit more thoughtfulness and say, ‘Hey, I've
been really thinking this through. I'd like to propose an
idea.” | would love to be able to tap into that untapped
resource of other business owners and security practi-
tioners and integrators to come up with something that
may be potentially a game changer for both of us.”
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