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Crisis Communication & Media Relations

By: Carin Andersson, Vice President, Group Communications, Securitas Group

Security often measures success by the silence of a system—the secure perimeter or the incident
that was quietly contained. In today's fast-paced and interconnected world, silence is no longer a
viable strategy when a challenge poses itself. The lines between physical safety, cybersecurity and
corporate reputation are blurring, and the ability to manage a crisis through clear and rapid
communication is just as critical as the hardware being installed to protect the site. Whether it's a
compliance issue, a data breach or something else, how we communicate during a crisis can make
all the difference. The technical success of an incident response—like neutralizing a breach—is only
half the battle. The other half is won or lost in the court of public opinion—this is where a robust
crisis communications strategy comes into play.

What Crisis Communications Is and Who Needs It

Crisis communications is the strategic gathering of pertinent information during a critical event to
ultimately protect an organization's reputation and ensure the safety of its stakeholders by providing
accurate, timely and empathetic information. It is important to minimize damage and maintain trust.

Every company is one viral post away from some potential damage to brand reputation. Scale and
complexity change based on the size of the company and the resources needed to plan for and
weather the crisis. A small local business may develop a basic plan for a data breach or public
relations (PR) mishap, larger corporations will have internal teams or global PR firms handling their
matters.

Why It Matters

Trust is the cornerstone of any success as an organization. During a crisis, stakeholders, including
clients, employees, investors and the public, look to the organization for clear, transparent, authentic
and timely information. A well-crafted crisis communications strategy ensures that the organization
can maintain trust by addressing concerns directly and honestly.

Avoid panic, plan for protocols.

e Moral Obligation: Keeping employees and the public safe is a fundamental duty of
care—this has never been more pertinent in security than it is today.
Continuity: Clear and concise communication allows the business to recover more quickly.
Information: if you don’t tell your story, the media/public will invent one with fewer facts and
less obligation to provide a path forward.
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Key Players and Tools

Developing a strategy requires planning and interdepartmental coordination. The scale of the
business and criticality of the crisis will be dependencies for the individuals involved in the strategy.
This document should be updated regularly and reviewed post-incident for feedback and changes.

Strategy Development

Communications

Internal or external
Communications,
PR,

Risk/ Resiliency
consultants

Develop templates for active shooter, weather emergencies, data breach,
unintentional actions, unethical behavior, false rumors, etc.

Identify categories or levels of crises and protocols to follow

Develop holding statements, press releases, coordinate channels to release
(Media, X, Internal comms)

Manage voice and tone—internal vs. external, identify when to be more
technical vs emotional or vice versa

Security and IT

Fill in the details on templates—what are the actions, who is responsible,
how is documentation being handled

Hardware/software flow to trigger automation—work with
manufacturer/security integrator

GSOC coordination, mass communication execution and follow-up

Legal Counsel

Oversight
Disclosure policy
Regulatory implications

C-Suite

Review and final signoff

Strategy in Action

C-Suite

The voice of statements Crisis Management Tech Stack

to the public

Legal Counsel

Liability check Critical Event Management the inbound
dashboards to aggregate threat intelligence and
security data

Mass Notification Systems outbound comms;

platforms to send out alerts
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Internal communications | Call Trees and Collaboration Hubs
Human Resources | to employees Secure channels dedicated for constant
collaboration during an event

Delivers the facts on Social Listening Tools
Security and IT what happened Flags misinformation and monitors public
sentiment

Shaping the narrative

In the age of social media and instant news, misinformation can spread rapidly. Without a proactive
approach, we risk losing control of the narrative, which can lead to confusion and additional damage.
A crisis communication strategy empowers the company to manage the story effectively, providing
accurate information and countering falsehoods.

Reducing reputational and financial harm

The repercussions of a poorly managed crisis can be severe, impacting both reputation and
finances. Effective communication can mitigate these effects by reassuring stakeholders, clarifying
the situation, and outlining the steps taken to resolve the issue. This approach helps safeguard our
reputation and prevents long-term financial damage.

Consistency is essential during a crisis. Mixed messages can create confusion and undermine trust.
A crisis communications strategy ensures that all communications align with our values and
objectives, providing a unified and coherent response across all channels.

Preparedness and prompt response

Preparation is essential for navigating crises smoothly. A crisis communications plan equips the
company with the tools and protocols needed to respond swiftly and effectively. This readiness can
significantly reduce the impact of the crisis, allowing the focus to be on resolution rather than
reaction.

Having a clear crisis communications strategy and plan allows companies to navigate crises more
smoothly and protect their reputation. During times of uncertainty, effective communication is not just
a necessity—it's a lifeline.
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